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What is Cybersecurity?

Protecting networks, devices, and data from 
unauthorized access while ensuring 
confidentiality, integrity, and availability.

Source: https://www.cisa.gov/news-events/news/what-cybersecurity



What is Cybersecurity?

• Protecting networks, devices, and data from unauthorized 
access while ensuring confidentiality, integrity, and availability.

• Confidentiality: Keeping data private and access-controlled

• Integrity: Ensuring data is accurate and untampered

• Availability: Systems function when and as expected

Source: https://www.cisa.gov/news-events/news/what-cybersecurity



Why are we here?



What do you think keeps the Cybersecurity 
Team up at night (i.e., what are the 
cybersecurity threats to universities)?

The Slido app must be installed on every computer you’re presenting from
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What are the common organizational 
impacts of a cybersecurity event?
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What was the average cost of a data 
breach in 2025?
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Key issues

• Ransomware: Malware that encrypts data or threatens exposure 
until a ransom is paid

• Phishing: Social engineering that tricks users into revealing 
credentials or installing malware

• Vendor Risk Management: Monitoring and managing security 
risks from third-party relationships



Real World Examples



Real World Examples

• Phishing is the primary cyber-attack vector worldwide

• Social engineering targets users for personal info and credentials

• Attacks typically start with deceptive emails



Real World Examples

• Attacks target users, not technology

• Common lures: account deactivation threats and credential-
harvesting forms

• Out-of-band attacks (phone/text) limit institutional visibility



Direct Deposit Theft
• Scouts public sites for high-earning 

employees

• Social engineers user or help desk to 
reset credentials and MFA

• Enrolls a new MFA device on the 
compromised account

• Changes direct deposit to attacker-
controlled account

• Deletes the confirmation email from the 
inbox

• Paycheck deposited to the attacker on 
payday
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Phishing — Abusing Trust

• Trusted vendor relationship — routine 
communications lower guard

• Attacker compromises the vendor’s email account

• Weaponized trust — real address, familiar invoice, no 
red flags

• Device code phishing grants attacker full cloud access 
via OAuth token



Google Form Phishing

• Successive phishing waves 
using compromised internal 
accounts

• Lures claim job offers or 
account deactivation

• Victims directed to Google 
Forms requesting 
credentials and personal 
info



Form Collection



Phishing



Another Example



User Engagement



Out of Band Communication



Out of Band Communication



Drive-by Malware Downloads

• Triggered by visiting low-
reputation sites, suspicious 
links, or email attachments

• Users unknowingly 
download bundled malicious 
payloads alongside 
legitimate software

• Malware executes silently on 
the device



Brute-Force Attacks & Account Enumeration

• Attackers scan for 
internet-facing 
devices and 
enumerate valid 
accounts

• Automated tools test 
millions of 
usernames to identify 
real accounts

• Discovered accounts 
are targeted with 
brute-force credential 
attacks



Discussion: What common social 
engineering prompts have you 

observed at your institutions? How 
can you protect against them?



Key Controls

Control types
• Technical controls
• Process and procedure

• Awareness training
• Cybersecurity insurance



Key Controls

Source: https://www.marsh.com/kz/en/services/cyber-risk/insights/cyber-resilience-
twelve-key-controls-to-strengthen-your-security.html



Multifactor Authentication

Priority: remote access, 
admin/privileged accounts, 
and identity management 
systems

Source: https://guide.duo.com/tokens



Email & Web Security

• Email filtering

• Phishing attacks

• Vendor impersonations

• Social Engineering

• Link rewriting

• DMARC
• Domain-based Message Authentication, Reporting & Conformance

• https://dmarc.org

I need your urgent assistance…
Please text me…



Backups

• Secure

• Encrypted

• Tested

"Backup Stacks" by Jaymis is licensed under CC BY 2.0. To view a copy of this license, visit 
https://creativecommons.org/licenses/by/2.0/?ref=openverse.



Privileged Access Management

How do we keep attackers 
from breaking into mission 
critical systems?

• Secure login to systems

• Just-in-time access

• Password rotation

“Margaret Atwood” by katerha is licensed under CC BY 2.0. To view a copy of this 
license, visit https://creativecommons.org/licenses/by/2.0/?ref=openverse.



Endpoint Protection

Endpoint detection 
and response (EDR)

• Virus protection

• Ransomware 
protection

• Investigations

"Computer Security Symbol - Infektion (Virus)" by Christoph Scholz is licensed under CC BY-SA 2.0. To view a copy of this 
license, visit https://creativecommons.org/licenses/by-sa/2.0/?ref=openverse.



Patch & Vulnerability Management

• Content

Updating…

• Hardware

• Software

• Devices



Incident Response

Incident Response Plan: Predefined procedures to detect, respond to, 
and contain cyber attacks

Disaster Recovery Plan: Steps to restore critical systems after major 
failures or destruction

Business Continuity Plan: How the organization sustains operations 
during and after disruption

Source: https://csrc.nist.gov/glossary



Cybersecurity Awareness

• Training

• In-person

• Virtual

• Phishing simulations

• Newsletters



Remote Access

Remote Access: Users connecting through external, non-institutional 
networks

• VPN: Encrypted tunnel providing secure remote connectivity

• Multifactor: Requires multiple authentication factors for access

Source: https://csrc.nist.gov/glossary



Logging & Monitoring

• Log aggregation

• Monitoring

• Search

• Visualization

Source: https://www.splunk.com/en_us/home-page.html



Unsupported Devices

• Hardware

• Software

• Devices

If you can’t update it, you 
can’t protect it

Image source by Unknown Author is licensed under Creative 
Commons BY license

https://www.deviantart.com/absurdwordpreferred/art/Retro-Computer-png-158555680
https://creativecommons.org/licenses/by/3.0/
https://creativecommons.org/licenses/by/3.0/


Vendor & Supply Chain Risks

How do you protect your institution from third 
parties?

• Vendor risk assessments

• Higher Education Community Vendor 
Assessment Toolkit (HECVAT)

• Cybersecurity insurance

Recent examples:



Key Partners
• EDUCAUSE Cybersecurity Library — central resource for higher ed 

cybersecurity

• REN-ISAC

• Threat sharing and peer assessments for research and education networks

• Peer assessments

• CISA

• Federal alerts, training, and vulnerability scanning services

• Peer Institutions — collaborative security through institutional partnerships



Bonus: Personal Cybersecurity

1. Enable multifactor authentication everywhere

2. Never reuse passwords — use a password manager

3. Avoid public Wi-Fi or use a VPN

4. Keep all devices updated

5. Limit personal information shared online

6. Think before you click, text, or call back



Questions? Thank you!
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